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Abstract. The main oljedive in storing criminali stic records has always been to
asgst the smoath running of the aiminal justice system. In other words the
main okjedive of crimindistic databases and colledions is provide with
information the investigation of crimes and aher violations of law. The research
considers the use of crimindistic databases and aher recrds within criminal
justice system and analyses the Lithuanian criminalistic databases and other
crimindlistic records. The Lithuanian criminaistic databases are separate and
uncoordinated. The reseach insists that a new unified nationa criminaistic
information system shoud be aeaded and held in computerised form on the
poice nationa information centre. The nationd unified criminaistic
information system can ensure that investigators will be provided of reliable
information as oon as posshle. This new integrated system would combine dl
separate criminalistic databases, colledions and rerds. The unified software
and systematise dedronic connedion, progressve information recognition and
reseach systems have to be used. The unified national criminalistic information
system will be aeaed hy these fadors. the entire information system shoud be
held on a single ommputerised system with unified software and systematise
eledronic connedion; the new classficaion criterions of fads; the new system
shoud permit seaching on charaderistics other than name in order to exploit
the investigative potential of the records; the main oljedive is investigation o
crimes and ahersviolations of law.
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1.Introduction

Traditionally, ead scene of crime is ®en as an independent ‘complete’ set of data
from which the intelligent investigator can find the signature of the offender. Links
between cases are often inferred through palice investigation; in a separate process
cases are dso compared through the use of physicd evidence mlleded at the scene
of crime. The question of how to integrate the different pieces of data avail ableinto a
coherent framework for intelligence purposes has become an important topic of



research. Increased mohility and new communication channels give aiminals the
cgpadty to better plan and organise their activities over large geographical aress.
Patterns reflecting fraudulent activities are therefore always more difficult to reved from
the huge quantity of data scattered in files across independent police and legd
structures.

A key part of law enforcement is to understand those adivities, through the
development and use of methods, models and todls for colleding and then interpreting
the large volume of data available in real time. Consequently, intelligence programs have
been developed, leading to the recognition of a field of adivity cdled crime anaysis,
which hes been described as 'the identification of and the provision of insight into the
relationship between crime data and ather potentially relevant data with a view to
palice and judicia pradice[6].

From an intelli gence perspedive, forensic science plays an important role in crime
analysis, in that forensic science @vers a broad range of methods and techniques
aimed at reveding relationships between people, scenes of crimes and objeds, as well as
helping to develop working hypotheses. The grea potential of physicd evidence for
linking crimes and bringing together other solid informative data has been shown,
spedficdly through the use of multiple databases. Such developments have dso gredly
influenced crime scene management, because olledion and treatment of data ae highly
interlinked.

The Lithuanian criminal justice system is a disparate entity consisting of different
personnel and praditioners playing different roles and representing different
individual and organisational interests. The main adors include the palice, judiciary,
lawyers, social workers and probation officers who colledively “process’ a person
from susped through to arresteg defendant and finally an acquittal or conviction and
sentenced person, the cae — from beginning to ending of investigation. The main
objedive in criminalistic databases and ather records existence has always been to
asdst the investigators, to provide with trustworthy information the investigation of
crimes and ather violations of law rapidly.

The use of methods of colleding and exploiting large quantities of data for
intelli gence purposes is not new. At the beginning of the twentieth century, a number of
authors described ways of recording data in filing systems; fingerprints are a well-
known example, as is Bertill on's anthropometry. The proliferation of methods, as well
as the development of a broad variety of incompatible dassification systems, brought a
response from Locad in 1906; he was drealy arguing for the aedion of a uniform
international method d recording data that could help identify people independently of
borders[2].

During that same period, Reiss in 1914 attending the ngress of Mona, and
Locad not only reammended the harmonisation of methods but also emphasised the
advantages of using the different types of data available [2]. These important works,
pertaining to recording methods, have been reviewed, adapted and their efficiency
increased through the use of computer technology. Simultaneously, the evolution of
organised criminality highlighted the need to improve pdice information systems.
Intelli gence processes have been defined and crime analysis was remgrised as a main
component.

The research present the shot analyse of existing criminalistic information systems,
discuss what problems occurred and compare these systems with Lithuanian



criminaistic information system, describe the future of criminalistic information
system.

2.Crime Analysis

Developments in the field of information technology provide the pdice with a vast
quantity of data, from different sources, reflecing crimina events and their
relationships. Relevant patterns are not easy to extrad from this huge quantity of noisy
data. Moreover, the available data ae often incomplete and uncertain; for instance al
crimina events are not reported to the police the date and time of a particular event are
generally not predsely known; and traces colleded are often fragmentary. Dealing with
imperfed data refleding complex-evolving phenomena is very common to criminal
investigation and crime analysis. Legal and organisational barriers, the proliferation of
methods for collecting and interpreting data, and the mnsequent variety of incompatible
rearding sysems make comparisons difficult, when performed. Poor analysis of similar
offences crossng different palice aeas is recognised as one of the major weaknesses
pertaining to pdiceinformation systems.

Finally, the analysis of datais generaly distributed between people with different
knowledge, experience and culture. For instance, cooperation between the laboratory
scientist, the aime investigator and the crime analyst is of increasing importance to
provide the best use not solely of new techniques but also of scientific atitudes during
the whole investigation.

As a mnsequence pdicehave alapted information systems:

* new structures have been creaed to favour exchange of information aaoss
courntries.

« new intelli gence structures within the organisations have been creaed, with
an important part dedicated to crime analysis.

e structured and normalised methods of analysing data have been developed.

e a broad variety of computerised tools have been introduced (geographic
information systems, drawing programs, statisticd padkages, broad variety of
databases, etc.).

Roughly, crimeanadysisaimsat [1]:

« dedphering the knowledge used by experienced investigators to identify and
formalise concepts and notions, and the methods used by them to marshal
their information;

« conceving new methods of treaing data, and adapting existing ones, given
that computer tods can improve the analysis process in a way that was not
previously possible, and that criminality itself is evolving over time, and that
weaknesses observed in the curse of an analysis can necesstate upgrades;

e normalising language axd symboals used in the course of the analysisin order
to faalit ate teamwork on complex problems, and to disseminate the results
of the analysisin away that is easy to interpret;

* usingthose methods to produce cnclusions/ hypotheses that can help towards
concrete adions.



A broad variety of analysis forms have been defined; for instance, crime pattern
analysis, profile analysis, case analysis (course of events immediately before, during
and after a serious offence), comparative case analysis, etc. Forensic science data ae
exploited in the most of these different forms of analysis.

3 Databasesin Forensic Intelligence

Forensic intelligence is a processthat starts from the wlledion of data, often at the
scene of crime [5]. The eploitation of data relies entirely upon the quality and
quantity of the mlleded data. It could therefore be said that inferences drawn, and
adion taken at the scene, are fundamental to forensic intelli gence, as they will entirely
determine what data will be olleded and then exploited.

Computer systems in forensic intelligence can be dassified into two groups.
Locad, in 1920 noticed that investigative methods are esentialy based on analogy
[3]. Consequently, it is not surprising that most existing computer systems recognised
as forensic intelligence systems can be viewed as an aid to performing this type of
reasoning process The seand classof system pertains to coll edions that help classify
evidence by the type of objed that could have transferred atrace

Similarities found between accessible information can lead to inferences on the
profile of offenders, their mode of adion and the means they have used. The
identification of reddivistsis the better-known form of this basic scheme. From a new
Situation or a new case, the purpose is to identify known offenders from their
antecalents. The seach for links between cases is another elementary adivity that
fall s within the same framework; it allows groupings that delineae aiminal events.
Finally, when objeds are found or perpetrators identified, all the cases in which there
participation or presence can be supposed should be etraded. This process is
traditionally incomplete because links may not systematicadly be seached before the
offender has been arrested. It could be that identifying an offender for a aime is
sufficient to put him or her behind bars, without being charged with ather offences
that could be difficult to prove. Thisis something that red-time crime anaysis avoids.
These steps have been partially reproduced in computer applications; the best-known
illustrations are AFIS (automatic fingerprint identificaion systems) and DNA
databases [4]. Thus, if afinger mark, even fragmentary, found at the scene of a aime
is compared with the cntent of a database, a restricted number of similar fingerprints
will be given to the experts who interpret them. Potentially, all the other marks
transferred, or the information left by the offender (from clothing or accesories),
could be analysed in a similar way.

The forensic intelligence process s$arts with the lledion of data and ends with the
integration of results into the analysis of crimes under investigation. If we assume that
at least one database has been developed in this process important intermediate steps
may be described as follows (Fig. 1) [8]:

« the aquisition of new data in order to transform it into a digital or symbalic
form suitable for searching for similar items in the database, and to memorise
it in away that will allow retrieval when neeaded;

e theseach and matching process



« theinterpretation/verification of the returned result.
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Figure 1. Forensic intelligence process from the mlledion d data to the dissmination o
results.

The people participating in this process for ead database may range from the
scene of crime officer to the expert resporsible for the interpretation step. To ensure



that the process is reliable, and to dminish time and resources needed, three genera
rules may be applied [9]:

e ched existing data, their coherence and their 'usefulness;
e write computer programs that implement part of the process, where posshle;
« whereit isnot posdble, define methods and control their application.

The spedfic difficulti es pertaining to the nature of data have led to the separation of
the implementation of the process for each type of information. Biologicd traces, finger
marks, shoe marks, bullets, cartridges and tood marks are generally independently
treded in separate databases. What follows is not an exhaustive inventory of existing
systems and the way they function; it is only aimed at suggesting a framework for
evaluating difficulties related to the computerisation of systems pertaining to spedfic
types of trace

3.1 Theacquisition problem

The aquisition problem is the problem of transforming data (trace into dgital or
symbadlic form suitable for comparison with the mntent of the database, and then
memorising it. This operation can be long and complex, and sometimes not fully
controllable by machine. For instance, from a DNA point of view, it includes the
application of the anadyticd techniques used to identify markers of a sample, together
with encodinginto the system the obtained valuesin the form of numbers.

Most information is gathered through a device that is interfaced with a computer,
like ascanner or various types of camera. The image obtained is then treaed to
extrad relevant features for encoding. This operation is computerised to dfferent
degrees, depending on the trace ad its quality. Full automatic processng of good
quality 10-print cards is osmetimes possble, but computer workstations are generally
designed with image enhancement processes, and interadive graphics editors mark
minutiae ad other features. Poor quality traces regularly require this manual
operation.

Databases rearding shoe marks provide an example that could be situated, in our
framework, between DNA and fingerprints. Encoding by hand is difficult owing to
the variety of, and changes in, sole patterns. Such systems give good results, but
difficulties are encountered in maintaining the quality of data when there is more than
one operator. Automaticdly extrading patterns from a fragmentary shoe mark, or
when the mark is conceded under irrelevant data, is now a reseach topic but is
computationally very complex, if not intradable for poa marks. The best pradicd
solution is to capture the image through a device and to provide agraphic icon editor
that helps a human operator to encode the mark.

3.2 Retrieval and matching

Colledion of data & the scene of crime is aways incomplete and impredse, and
collected marks are often fragmentary, even if the investigation is careful and
thorough. An objed that caused a trace ca evolve, and marks or prints can be
distorted. The match between recmrded data ad colleded evidence (in its digital



form) is therefore generally only partial. A human operator must always interpret a
limited set of possble solutions at the end of the chain.

A broad range of retrieval and matching agorithms using various techniques
(statistical, neural net-worked-based o coming from artificial intelligence) are
adually implemented to compare the data austomaticaly. They must be designed so
that the result of a seach is a limited ranked list of posgble matches; this avoids
painful and time-consuming fruitless comparisons at the end of the process Those
algorithms are generally rarely published owing to economic interests, becaise they
can be viewed as the heat of such databases.

From a pradicd point of view, DNA and fingerprints provide extreme examples;
the problem of matching two DNA markers is very simple from a computing
perspedive, as the match is generally determined by an 'exad’ comparison. (It is not
claimed that the implementation of the whole process from the wlledion of data to
its gorage in the system, is easy, but the 'retrieval and matching problems' themselves
are not difficult.) A retrieval algorithm can be implemented dredly with simple
computer development tools. Common databases found on the marketplace ae
sufficient for this purpose. Comparing fingerprints is a far more complex task owing
to the quantity of information to be treaed and the imperfect nature of this type of
colleded data.

There ae other fields where such matching processes are dficient, like shoe marks,
bullets and cartridges; but yet other fields demonstrate difficulties in overcoming the
imperfedion and complexity behind the type of treaed information. Too marks,
handwriting and voice recogniti on are three examples.

One other elementary criminal investigation question where forensic science plays a
fundamental role is the determination of the type of objed from a traceor evidence
colleded at the aime scene. For example, in hit-and-run car acddents, it isimportant
to know quickly the make axd model of a vehicle. This is pasgble with paint flakes
found at scenes and the maintenance of a systematic database that helps determine
correspondence. Knowledge of the type of printer that has been used to produce a
document or a counterfeit banknote can constitute an essentia element of
investigation. Databases of toners can help in this determination. The difficulties
encountered when using this type of scheme not only pertain to the nature of the data
treaed; market evolution, fashion, etc. render permanent upgrading essential to ensure
that memorised classes are alequate and correspond to redity. This requires
considerable dfort becaise the field of interest can change rapidly: fireams, types of
vehicle, printers, photocopying madines, types of shoe, types of fibres and cosmetics
rapidly appear and disappear. Such efforts are generally distributed in collaboration
between diff erent forensic laboratories.

Faced with the increasing internationalisation of crime, national governments
and their pdice have devoted much effort to developing co-operative unter-
measures, and further evolution is under way through the machinery of conventions
and arrangements. The international padlicy space for these departures is now
additi onally crowded by recent talk of more embradng systems of European palicing,
such as Europd, and also by both sedored and hbil ateral arrangements. A central part
in these initiatives is played by the dtempt to develop adequate information system
aqoss national and jurisdictional borders. This extends, what we cn cdl the
“informatisation” of the police to the inter-governmental level in al European



countries. Much of the development of “informatised” poalice work is nationally and
internationally slow and piecaned at the moment, but there ae signs that the paceis
quickening urder various pressures from international agreements. The importance of
rapidly communicated, seare, accesible axd ample information to the goals of
palicing acossborders is likely to stimulate further the harmonization or integration
of information systems, and perhaps their eventual supranational centralization. The
unified criminalistic information system has been creaed in such way that can be
connedions with international padliceinformation systems.

3.3 Training

The central information bureau has to provide training and other consultative services
to criminal/justice public safety community on all criminalistic information system
program areas. Areas of training include [6]: usage axd controls of the system
network, information reporting responsibilities of agencies st forth in state law,
training in security controls for access to the system network or data derived
therefore, reporting and use of crime statistics, and a host of other aress. The
information centre professional staffs has to be responsible by law for the design,
printing and state-wide distribution of a number of different blank forms used by law
enforcement and ather crimina justice aencies. Having the same blank forms
available for use by all agencies has fadlitated the development of standardised peace
officer training programs statewide and the aedion of a standardised records
management system adopted for utilisation in both automated and non-automated
criminal justice agencies and in state, county, and municipal law enforcement
agencies.

4. Development of criminalistic information system in Lithuania

The principal misson of the Lithuanian criminalistic information system has been to
asdst al officials and agencies of the aiminal justice system in the fulfillment of their
varied responsibiliti es on a state-wide basis by providing round-the-clock accessto
needed information. Lithuanian criminalistic information system consists of separate
databases, which are ruled of different departments. The main centered databases are
“Population of Republic of Lithuania” (information about citizens — al data of
identification card or pasgort), “Transport” (information about vehicles registration),
“Fireams’ (information about registered fireams and owners), “Wanted persons’
(information about wanted criminals and missing persons), “Stolen vehicles’
(information about stolen wehicles), “Stolen fireams’ (information about stolen
fireams), “Crimes and criminas’ (information about committed crimes ), “Police
preventive record” (information about persons who is susceptible to violate),
“Numbered oljeds’ (information about registered numbered adbjeds),
“Adminigtrative violations of law”, automated fingerprint identification system
(AFIS) “PIRAT 2", others criminalistic colledions of traces, which were put from
crime scene. Databases function in computers with UNIX operating system. The
information loading, reagnition, proofreading and searching programs acemplished



ORACLE SQL*Forms program measures, switched in user menu SQL*Menu. The
loading of information could be fulfil by regime SQL*Loader.

The Lithuanian criminalistic information system network operated by
teleprocessng spedalists provides dired terminal access to computerized databases
maintained by Lithuania agencies. The Lithuanian criminalistic information system is
the fist state aimina records repository to have a automated fingerprint
identification system (AFIS), which credes or updates criminal history records as a
by-product of the fingerprint identification process The aurrent system suppats
eledronic fingerprint submissons from the locd agency and to the federal bureau.
There ae 6 senior agencies transmitting arrest fingerprint cards to central bureau.
With the servicethese 6 agencies provide to ather locd agencies.

Conclusions

The dl-existing separate criminalistic databases of Lithuania culd be joined in
unified national criminali stic information system, which have been ruled by the padlice
department. The unified national criminalistic information system should be aeaed
and held in computerized form on the pdlice national information centre. The unified
national criminalistic information system has been creaed based on crime
charaaeristic (corpus delicti), which include the objed of attempt (victim), the aime
subjeda (criminal), the aime situation and way of crime commitment. Investigator
from beginning to the end will oversee every crime. The criminalistic information
system has to provide the information about similar crimes, which were committed
before, have to conned the new crime with aready committed. The criminalistic
database by crime charaderistic parts:

1. information about the objed of attempt (victim);
2. information about the aime subjed (criminal);
3. information about the way of crime commitment;
4

information about the aime situation: crime motive, crime purpose,
the type of situation (provocdive, conflict, acddental)

The eisting criminalistic databases and colledions will be subordinated to this
system. The future of the criminalistic information system is in computerization and
more efficient storage. Data protedion measures will be in constant tension with the
acamulation and uses of pdlice held information. System staff also has to take the
lead in improvement of Lithuania aimina justice reards. This effort includes
credion of interfaces with locd and state aiminal justice systems and automated
submission of data on arrests and dispositions to the eenter. Automation linkages are
being installed that will allow for red-time inquiry of relevant identification and
criminal history data from other states. The ceater's AFIS database dso supparts
remote seaching of fingerprints left by unknown suspeds at the scene of crimes. The
computer programmers and analysts will use their computers and databases to provide
computerized investigative suppart to state and locd law enforcement agencies. In a
series of complex crimina investigations, the leads provided by criminalistic



information system center analysts have proven to be the keys to investigative ad
proseautorial success.

Much work should be dedicaed in the nea future to the analysis of inferences used
in solving the different problems of crime anaysis, including forensic science data.
There may be potential for computerisation artificial intelligence techniques (data
mining techniques). Forensic scientists play an even more important role in the
resolution of these problems, given that they can ded with the spedfic nature of the
colleded forensic science data. They provide the scientific dtitude neeled to
approad such problems, with an extension of the role of forensic science, aswell asa
gred potential for crime anaysis.
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